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Kernel (
) FreeBSD kernel ( )
IPFIREWALL
IPDEVERT
/usr/src/sys/i386/conf
#cd /ust/src/sys/i386/conf
GENERIC newkernel

#cp GENERIC newkernel
IPFIREWALL IPDIVERT
IPFIREWALL DEFAULT TO ACCEPT

#vi newkernel

options IPFIREWALL

options IPDIVERT

options IPFIREWALL DEFAULT TO ACCEPT

newkernel
flash# 1s
GENERIC NOTES SMP newkernel
GENERIC.hints OLDCARD gethints. awk
Makefile PAE ko ke
/usr/src Makefile
#cd /usr/src
[ju@flash/usr/src]# 1s
COPYRIGHT UPDATING games/ l1bexec/ sys/
MAINTAINERS bin/ anu/ release/ tools/
Maketfile contrib/ include/ sbin/ ust.bin/
Makefile.incl  crypto/ kerbeross/ secure/ usr.shin/
README ete/ [1b/ share/
make newkernel

# make buildkernel KERNCONF=newkernel

#make installkernel KERNCONF=newkernel

kldload ipfw ipfw
#kldload ipfw
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IPFIREWALL DEFAULT TO ACCEPT

#ipfw add 65534 allow all from any to any

options IPFIREWALL DEFAULT TO ACCEPT

ipfw man ipfw ipfw
ipfw
ipftw  [-N] log protocol
options
-N ipfw
/etc/service
command add delete list flush resetlog
index 0 65535
100 index
action Allow
Allow accept  pass deny reject
FreeBSD
FreeBSD deny
log
protocol tcp udp icmp ip
address address IP
Options established

setup

all

address

DNS

deny
Reject
DoS



ipfw command
ipfw command
add add
delete delete
list list
flush flush
resetlog resetlog
cron
ipfw  address
ipfw  address
from address/mask [port] to address/mask [port] [viainterface]
TCP/IP from to
any
1P (61.218.29.1)
(61.218.29.2/24) 4
(61.218.29.2/255.255.255.0) any
Port 1-1024
via interface

IP

rl0
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add 65534 65535

#ipfw add 65534 allow all from any to any
ipfw list

[Ju@flash/]# 1ptw list

00100 allow 1p from any to any via lo0
00200 deny 1p from any to 127.0.0.0/8
65000 allow 1p from any to any

65535 allow 1p from any to any
[Ju@flash/]# 1ptw add 65534 allow all from any to any
65534 allow 1p from any to any
[Ju@flash/]# 1ptw li1st

00100 allow 1p from any to any via lo0
00200 deny 1p from any to 127.0.0.0/8
65000 allow 1p from any to any

65534 allow 1p from any to any

65535 allow 1p from any to any

ipfw list
#ipfw  list
65535
delete
ipfw delete 65534 65534 ipfw flush

#ipfw delete 65534

#ipfw flush

[Ju@flash/]# 1pfw delete 65534
[Ju@flash/]# ipfw flush

Are vou sure? [yn] v

Flushed all rules.
65535

[Ju@flash/]# 1ptw list
65535 allow 1p from any to any



25 SMTP 61.218.29.2
any to 61.218.29.2 25
#ipfw add allow tcp from any to 61.218.29.2 25

telnet flash.aasir.com 25

[root@aasir chaiyen]# telnet flash.aasir.com 25
Trying 61.218.29.3...
Connected to flash.aasir.com (61.218.29.3).
Escape character 1s """,
220 flash.aasir.com ESMTP Sendmail 8.12.9/8.12.9; Fri, 15 Aug 2003 10:14:31 +080
0 (CST

from 61.218.29.2 to any
#ipfw add allow tcp from 61.218.29.2 25 to any

HTTP

Telnet
Telnet(23) HTTP(80)

#ipfw add allow tcp from 61.218.29.6 1025-65535 to any 23,80
etstablisthed

X 6000 6023
#ipfw add allow tcp from any 23,80 to 61.218.29.2 1025-65535 established

/etc/re.firewall
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/ete/rc.conf
#vi /etc/rc.conf
firewall enable="YES”
firewall type="client”
/etc/re.firewall

client open( ) closed( )
client( ) simple( router ) unkonwn(
deny )
(firewall type="/usr/local/etc/firewall”) ipfw
ipfw

add allow udp from 61.218.29.1 to 61.218.29.6
add allow wudp from 61.21829.6 to 61.218.29.8

/etc/re.firewall
/etc/netstart
DHCP 1P killall dhclient /etc/netstart

[Ju@flash/]# fetc/netstart

hw.bus.devct] _disable: 1 -> 1

r10: flags=8843<UP,BROADCAST,RUNNING , SIMPLEX ,MULTICAST> mtu 1500
imet6 fe80::290:cctt:feld:a05e%r10 prefixlen 64 scopeid 0xl
inet 61.218.29.3 netmask Oxfffffff8 broadcast 61.218.29.7
ether 00:90:cc:0d:a0:5¢
media: Ethernet autoselect (10baseT/UIP)
status: active

1o0: flags=8049<UP,LOOPBACK ,RUNNING ,MULTICAST> mtu 16384
inet6 ::1 prefixlen 128
imetd te80::1%lo0 prefixlen 64 scopeid 0x3
inet 127.0.0.1 netmask Oxff000000

Starting ppp as "root”

Flushed all rules.

00100 allow 1p from any to any via lo0

00200 deny 1p from any to 127.0.0.0/8

1pfw: unrecognised option [-1] 1p

65000 allow 1p from any to any

Firewall rules loaded, starting divert daemons:.
net.inet.ip.fw.enable: 1 -> |

add net default: gateway 61.218.29.1

Additional routing options:.
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firewall enable yes firewall type open /etc/re.conf
FreeBSD NAT natd
/etc/rc.conf NAT
NAT
gatewya enable ( )
natd_interface
NAT natd_flags
natd flags="-redirect port tcp 192.168.0.2:80 80” 61.218.29.2 80
192.168.0.2 80
nat 61.218.29.3
192.168.0.254 /etc/rc.conf
rl0 Flash.aasir.com ifconfig_rl0
I[P 61.218.29.3 255.255.255.248

ifconfig_rl0="inet 61.218.29.3 netmask 255.255.255.248"
defaultrouter=""61.218.29.1"

hostname=""flash.aasir.com"

ifconfig_rl1="inet 192.168.0.254 netmask 255.255.255.0"
#vi /etc/rc.conf

gateway enable="YES”

firewall _enable="YES”

firewall _type="open”

natd_enable="YES”

natd_interface="rl0”

natd_flags=""

ifconfig_rl0="inet 61.218.29.3 netmask 255.255.255.248"
defaultrouter="61.218.29.1"

hostname=""1flash.aasir.com"

ifconfig_rl1="inet 192.168.0.254 netmask 255.255.255.0"
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NAT
NAT
IPFIREWALL IPDIVERT
NAT
options IPFIREWALL
options IPDIVERT

1-3-3
NAT rl0
ipfw —f flush add divert natd
NAT Add pass
#vi1 /etc/re.firewall
#!/bin/sh
ipfw -t flush

ipfw add divert natd all from any to any via rli
ipfw add pass all from any to any

#sh /etc/re.firewall
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#sysinstall
Configure

———————— sysinstall Main Menu

LUsage
tandard
HPress
Custom
ohfigure Do post—install configuration of FreeBSD
oc

eymap
ptions
ixit
pgrade

oad Config
ndex

—_—————————— —— 4

[Ee]ect]
[ Press F1 for Installation Guide ]

Networking



If you've already installed FreeBSD, you may use this menu to customize
it somevhat to suit your particular configuration. Most importantly,
you can use the Packages utility to load extra "3rd party”

software not provided in the base distributions.

[

| Exit this menu (returhing to previous)

| Install additional distribution sets

| Install pre-packaged software for FreeBSD
| Set the system manager's passvord

| The disk Slice (PC—style partition) Editor
| The disk Label editor

| add user and group information

| Customize system console behavior

| Set vhich time zone you' re in

| Change the installation media type

| Configqure your mouse

| Configure additional network services

L

]
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

—_—

n Cancel

interfaces

You may have already configured one network device (and the other
various hostname/gateway/nane server parameters) in the process
of installing FreeBSD. This menu allows you to configure other
aspects of your system’s network configuration.

)

[ S S TN iy i S Ty A Y e [

Exit this menu (returning to previous)

Configure additional network interfaces

This machine wants to run the auto-mounter service
Set flags to AMD service (if enabled)

This machine wishes to allow anonymous FTP.

This machine will route packets between interfaces
This machine wants to run the inet daemon

This machine will be an NFS client

This machine will be an NFS server

Select a clock-synchronization server

Run authentication server for clients with PC-NFS.
RPC port mapping daemon (formerly portmapper)

-

-
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L

[ oK 1 Cancel

0 rll



—— Network interface information required

RealTek 8129/8139 PCI ethernet card

li

| [ fik 1
L [ Press F1 to read network configuration manual 1
rl0 rll rlo
61.218.29.3 255.255.255.248 61.218.29.1

10 /etc/rc.conf 110



110 flash.aasir.com ifconfig_rl0
IP 61.218.29.3 255.255.255.248 defaultrouter

#vi /etc/re.conf
ifconfig_rl0="inet 61.218.29.3 netmask 255.255.255.248"
defaultrouter="61.218.29.1"

hostname=""flash.aasir.com"

/ete/rc.conf rll
rll 192.168.0.254 255.255.255.0
#vi /etc/re.conf
ifconfig_rl1="inet 192.168.0.254 netmask 255.255.255.0"

0 rll NAT i1 10
RTLS8139 NAT flash.aasir.com IP
61.218.29.3 10 DNS 168.95.1.1



